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Abstract

In synchronous Federated Learning (FL) architectures, three major operational
challenges persistently emerge: the stragglers’ effect, which significantly impedes
aggregate computation efficiency; network congestion that compromises commu-
nication efficacy; and the vulnerability to poisoning attacks that endangers model
integrity. In response to these critical issues, this paper introduces a novel FL
framework named Clustered Semi-synchronous Hierarchical Federated Learning
(CSS-HFL). It utilizes edge servers to synchronously train models with their respec-
tive clustered clients, which are clustered based on their computational capabilities
and network conditions. As for the cloud server, a semi-synchronous training
scheme is adopted to defend cloud aggregation against adversarial attacks. To
bolster the robustness of CSS-HFL against poisoning attacks, we propose a new
algorithm, Fusion Credibility (FusCred), which leverages a credibility scoring sys-
tem and a small clean dataset on the cloud server to filter out potentially malicious
updates. We provide a theoretical convergence guarantee and efficiency analysis for
CSS-HFL and extensive experiments on MNIST, FMNIST, and CIFAR-10 datasets
under various attack scenarios to demonstrate its effectiveness. Our results show
that CSS-HFL with FusCred significantly enhances model accuracy and robustness
compared to state-of-the-art FL algorithms. For example, on the Non-IID CIFAR-
10 dataset, FusCred showcased an improvement in accuracy of 17.7%, 17.8% and
10.4%, respectively, over the state-of-the-art algorithm when exposed to three types
of model poisoning attacks in experiments with 40% attackers.

1 Introduction

Federated Learning (FL) [21] is a decentralized machine learning paradigm that enables end devices
to train models locally and share only the parameter updates, thereby alleviating concerns regarding
data privacy [30] and legal compliance [41]]. A typical FL framework, such as federated averaging
(FedAvg) [30], trains a global model by iteratively aggregating local updates from many clients
synchronously. This framework is widely adopted in various applications, yet it faces several
challenges that hinder its practical implementation.

Stragglers effect: firstly, because of the computational capacity and the network constraints, slow
clients (i.e., stragglers) require more time to train local models. This makes normal clients waste
a great deal of time to wait stragglers, which is called stragglers effect [4, 125, 133]]. To mitigate the
impact of stragglers, [30L 55, 20] aggregate local updates only from a delicately selected subset of
clients. Nevertheless, due to the Non-IID (not identically and independently distributed) distribution,
the absence of excluding clients can greatly reduce the global model performance. Additionally,
Xie et. al. [51] propose Asynchronous FL framework, where the server can aggregate with the first
received local update without waiting for the lagging devices.
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Network congestion: second, in practical applications, the network condition becomes a bottleneck
when a significant amount of end devices collaborate to train the global model under Synchronous FL.
framework [[11]. Liu et. al. [26] introduced Hierarchical Federated Learning (HFL) to relieve the
congestion on the backbone network. A client-edge-cloud HFL architecture can greatly decrease the
model training time and the energy consumption of the clients compared to traditional FL [27]].

Poisoning attacks: third, due to its special framework, traditional FL faces some severe security
problems if some clients are malicious. For instance, malicious clients could upload modified
parameters (i.e., model poisoning) [39}56] or dirty training data (i.e., data poisoning) [[17,2]. The
global model performance would be degraded even though only one single malicious client in
traditional FL [12]. Actually, some robust algorithms [[13} 31} 43| 58]] are proposed to protect global
models against adversarial attacks. Nevertheless, all of them are based on Synchronous FLL which
means they cannot fit perfectly with Asynchronous FL.

However, the existing FL frameworks and FL algorithms can only address part of drawbacks of
typical FL framework. The summarization of the limitation is shown in Table|l| In the real-world FL.
system implementation, we should comprehensively deal with stragglers effect, network constraints,
and malicious attacks. An urgent need thus arises to propose a new FL framework to simultaneously
address the above problems.

Table 1: The limitations of existing FL frameworks.

Limitations Framework
Synchronous FL.  Asynchronous FL. HFL
Stragglers effect X v X
Network congestion X v v
Poisoning attacks v X v

In this paper, we introduce a novel FL framework termed Clustered Semi-synchronous Hierarchical
Federated Learning (CSS-HFL). Within this framework, clients are organized into distinct clusters
according to their computational capacities and network conditions to mitigate the stragglers effect.
Then, the edge servers engage in training with their respective clients utilizing Synchronous FL
methods (e.g. Fed-Credit [[10]], Median [58], GeoMed [13]]). Subsequently, the cloud server strategi-
cally determines the timing for aggregating edge models, ensuring that each edge server has recently
completed its aggregation. Noticeably there is no requirement for uniform epochs across all edge
servers. Either the Semi-synchronous FL in the cloud layer or the synchronous FL in the edge layer
can be accessed to apply robust Synchronous FL algorithms to resist malicious attacks. Additionally,
under CSS-HFL framework, we propose a robust algorithm named Fusion Credibility (FusCred).
This algorithm leverages Fed-Credit [10] in the edge layer and maintains a small clean dataset on the
cloud server. The updated models of each edge cluster are assigned a credit score by comparing it with
the model trained on the cloud dataset. Subsequently, only the top k edge parameters are aggregated
with the cloud parameter. We provide both the convergence guarantee and efficiency analysis of
CSS-HFL, followed by the efficiency simulation and comprehensive experiments conducted on
MNIST, FMNIST, and CIFAR-10 datasets. Our experiments encompassed various attack types, ratios
of malicious clients, and dataset distributions. The empirical findings unequivocally showcase that
our proposed FusCred not only preserves high test accuracies but also exhibits exceptional robustness
against adversarial attacks. Our main contributions can be summarized as follows:

* To the best of our knowledge, this is the first work to explore both the robustness and
efficiency of HFL. By leveraging semi-synchronized aggregation and adaptive clustering,
CSS-HFL framework is proposed to comprehensively address the limitations of existing FL
frameworks, when dealing with stragglers effect, network congestion and poisoning attacks.

* We derive the efficiency analysis of CSS-HFL in comparison with famous FL frameworks
and prove the convergence guarantee in CSS-HFL framework. We also conducted an
efficiency simulation to show that our CSS-HFL can significantly enhance efficiency by
involving few edge servers.

» Within the CSS-HFL, we design a novel defense algorithm named FusCred. FusCred utilizes
Fed-Credit on edge servers and maintains a small clean dataset on the cloud server to assign
credit scores to edge model updates. This ensures that only top k edge parameters are
aggregated with the cloud parameter to mitigate attack effects passed over the edge. Notably,
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FusCred demonstrates superior performance across various scenarios, outperforming state-
of-the-art algorithms.

» The extensive comparative experiments between FusCred and various prior algorithms
validate its effectiveness. Specifically, on the Non-IID CIFAR-10 dataset, our algorithm
exhibited performance enhancements of 17.7%, 17.8%, and 10.4%, respectively, in compari-
son to the state-of-the-art algorithm when facing three types of model poisoning attacks in
experiments involving 40% attackers.

2 Observation And Threat Model

In this section, we first briefly introduce the observation of extant FL. frameworks. Then we will
describe the threat model of Hierarchical Federated Learning (HFL) system considered in this work.

2.1 Observation

Synchronous Asynchronous

—— without Attacks

— under Attacks

accuracy (%)

0 25 50 75 100 0 25 50 5 100
epoch epoch

Figure 1: The accuracy of Synchronous FL and Asynchronous FL under no attacks or 20% attacks in
Three-tier HFL on the Non-IID Mnist dataset.

In Figure [T} we briefly investigate the resilience to malicious attacks in HFL, using both Synchronous
FL and Asynchronous FL. In the experiment, we set the attack as Sign-Flip (SF), in which the
malicious clients upload the local updates by flipping the sign of each number. We assess the accuracy
of Synchronous FedAvg and Asynchronous FedAsync in both attacks-free and 20% attacks scenarios
under the Three-tier FL framework, employing the Non-IID MNIST dataset. A glance at the FigureT]
reveals the same trends between attacks-free and 20% attacks. All of them see a plunge in accuracy
compared to no attacks scenario, which is not acceptable in practical application, when facing attacks.
More comparisons about existing FL framework can be found in Appendix [A]

2.2 Threat Model

In this section, we present a comprehensive threat model for poisoning attacks within the context of
CSS-HFL.

Poisoning Attacker’s Goal: Aligned with numerous prior studies on poisoning attacks [15} 50],
the primary objective of the poisoning attacker in CSS-HFL is to deliberately manipulate the local
training process. Their ultimate aim is to compromise the aggregation process of the global model.

Types of Poisoning Attacks: The strategies employed in our attacks align with those detailed in the
work of Fed-Credit [10], encompassing data poisoning attacks [17} 2] and model poisoning attacks
(39, 156].

Poisoning Attacker’s Knowledge: The poisoning attackers are indeed components of CSS-HFL,
possessing specific knowledge within the framework. As clients, they have access to important
information including the training data, model structure, learning algorithms, and the global model.
This knowledge equips them to conduct their attacks effectively within the system.

Poisoning Attacker’s Assumptions: /) Poisoning attackers are capable of collaborating with one
another, thereby enabling them to coordinate and execute the same type of attack collectively. 2)
Poisoning attackers are constrained to conducting their operations solely on the client side, implying
that both the edge and cloud components are deemed trustworthy. 3) It is assumed that the number of
malicious clients does not surpass half of the total [[15]. 4) We assume that the network communication
in CSS-HFL is reliable.
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3 Clustered Semi-synchronous HFL Framework (CSS-HFL)

In this section, we introduce the CSS-HFL framework (Figure[2). CSS-HFL mainly addresses three
goals: /) To mitigate the waiting time of clients. 2) To relieve the network congestion. 3) To
provide an interface for robust FL algorithms.

Aggregation Method Plugin

- Synchronous

Cloud Layer

- Asynchronous

Local Dataset
822 Machine Learning Model

Aggregation Method Plugin Module

Data Poisoning Attack

o C $8# Model Poisoning Attack
Clents, 4 soning

280
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Client Layer m D

s
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Cient2

Figure 2: The CSS-HFL Framework.

We will begin by describing the components of the CCS-HFL framework. Overall, we adopt
hierarchical federated learning to enhance communication efficiency and release network congestion
[26]. 1) At the client layer, since we have N edge servers, we cluster all the clients into IV clusters,
each belonging to one of IV edges. The cluster criterion is based on the computation capacity and
network condition [34} 45 [7]]. Our objective in this stage is to reduce waiting time of clients within
respective clusters. 2) At the edge layer, each edge server conducts synchronous federated learning
with its participating clients. During the edge aggregation stage, the edge server can select a robust
aggregation algorithm to protect the edge model from the attacks of malicious clients. Training at the
edge server resembles the traditional federated learning. 3) At the cloud server, the cloud can choose
either a different or the same secure aggregation algorithm used by the edges. It is significant for
cloud server to carefully determine the timing, when each edge server has recently completed an edge
aggregation, (note: edge servers are not mandated to go through the same number of communication
rounds with respective clients), to aggregate edge models. It is noteworthy that the semi-synchronous
aggregation scheme provides interfaces to different robustness algorithms, where the users have the
flexibility to choose the appropriate algorithm. The overall algorithm of our proposed CSS-HFL
framework can be found in Algorithm [I]

3.1 Fusion Credibility (FusCred) in CSS-HFL

Initialize | Training

‘ Edge aggregated models o—2 Compute cosine similarity based on
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Figure 3: Cloud Aggregation Algorithm

Under the CSS-HFL framework, we propose a more robust aggregation algorithm named FusCred,
which comprises both edge aggregation method and cloud aggregation method. This algorithm can
maintain the efficiency of CSS-HFL while offering a high level of resilience against attacks.

In a macroscopic view, we use a non-discriminatory aggregation algorithm at each edge and a
discriminatory one in the cloud. For the edges, with their narrow perspective limited to the few client
models they can observe, this non-discriminatory aggregation preserves data diversity and some
resistance to attack. The cloud, with access to all edge gradients and cloud dataset references, uses a
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Algorithm 1: CSS-HFL Training Process

Input :n clients with local training datasets, Cy, Cs, Cs, ..., Cy; N edge servers,
&1,&9,&s,...,EN; learning rate [r; batch size B; number of local training iterations E;
number of cloud communication rounds R.

Output : Convergent cloud model w.

The cloud server utilizes the Balanced Clustering Algorithm[435] to form IV clusters by grouping
clients based on their computation capacities and network conditions. The number of clients in
the \*" group is denoted as V.

The cloud server assigns an edge server to each cluster and defines the communication rounds for
each edge server denoted as Fy, Fo, Es, ..., Ey.

Cloud server excutes:

w <— pre-train model.
for ir in R do
The cloud sends cloud model w to £1,&5,&3,...,EN.
Receive edge models wq, wa, w3, ... wN.
w < Cloud aggregation(w; , ws, w3, ... wWN).
end
Edge server excutes:
for A\ = 1to N parallel do
Receive cloud model w.
wy — w.
// Semi-synchronous lies in varied edge communication rounds Fj.
for ¢y in E, do
for k = 1 to N) parallel do
/* Client executes */
Wk < Wh.
forip =11t FE do
wy, i < SGD(w}, i, local dataset).
end
The k*" client in the \'"* edge server uploads its local model w}y x, to the A*"
edge server.

end
wy < Edge aggregation(wx 1, wx,2, W3, ..., WxL).
end
The A\*" edge server uploads its edge model w to the cloud server.

end

discriminatory aggregation algorithm to filter out compromised edges. Together, these two methods
allow the global model to converge stably.

For edge aggregation algorithm, we employ Fed-Credit [[10], the recently proposed robust algorithm
that currently works well at Two-tier FL. Next, we will delve into cloud aggregation algorithm in
detail.

As illustrated in Figure[3] the Cloud Aggregation Algorithm is primarily divided into two sections.
In the Initialization phase, the cloud-side dataset is utilized to train the global model for a specified
number of epochs. In the Training phase, the cloud sends the global model to each edge, where
it is used to train the edge-side models, w;. Concurrently, the cloud trains for a specified number
of epochs on the cloud dataset based on the global model to obtain a reference model, denoted by
w,. Thereafter, the cloud calculates the credibility of each edge’s updated model according to the

following equation: s; = cosf; = % Subsequently, the most credible edges are selected
for aggregation. Finally, the updates from the selected K edges are aggregated according to the
following equation: w. = o - w; + (1 — &) - we. It should be noted that the aggregation order is
randomised. The training process is repeated until the global model converges or reaches a preset

number of epochs. The pseudo-code for this algorithm can be found in Algorithm 2|
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Algorithm 2: Cloud Aggregation Method

Input :Cloud dataset, cloud model w, N edge aggregated models wy, w2, ws, ..., wnN,
aggregate proportion p, initial epochs E;, cloud reference epochs E,., cloud
communications rounds R.

QOutput : Convergent cloud model w.

for epoch =1 to E; do
w < SGD(w, cloud dataset).
end
for r in R do
The cloud sends cloud model w to all edge.
Each edge aggregates their clients’ updates and returns new edge models w1,
ws, Ws, . .., wnN to the cloud.
we = w.
for epoch = 1 to E, do
w. < SGD(w,, cloud dataset).
end
fori =1t N do
Compute cosine similarity s; = cos f; = ”S"ﬂim
end
for j =1t N do
Compute the rank of s; in s1, 52, 53,...,5N.
if rank > p x N then
Wwe —a-wj+ (1 - ) we.
end
end
W — We.
end
return Cloud model w.

3.2 Efficiency Analysis

We introduce a metric called Average Waiting Time (AWT), which aims to calculate the average
waiting time of all end devices, to assess the efficiency of the framework. The less value of AWT
indicates higher efficiency of framework. We neglect the time taken for edge aggregation, cloud
aggregation, and communication between the edge server and the cloud server. AWT calculates the
average waiting time across all end devices during one cloud aggregation.

Let ¢y  denotes the total training time, including local training and communication overhead, of Eth
client in the \** edge. We designate 7' = max{ty,} foralll <A< Nand1l <k < N, as the
slowest client among all n clients, and T = max{Thk} forall 1 < k < N, as the slowest client in
the A'" edge. A represents the idle time between training of \** edge server in FedAT and HiFlash.

Table 2: Average waiting time (AWT) comparisons of various FL frameworks.

Framework AWT Expression Framework ~ AWT Expression
FedAsync [51] 0 FedSync [26] 2 570 S5 (T — ta )
FedAT [O], HiFlash [46] 1 20 SO (Th —tax +Ay)  CSS-HEL LS00 SOV (T —ta4)

The AWT comparison among various frameworks is shown in Table@ Since T, < T and A > 0,
we have AWTAsynchronous < AWless < AWTSynchronous and AW Tess < AW Treaars AW Thiash-
It’s important to note that as N approaches 1, CSS-HFL behaves like Synchronous FL, while as N
approaches n, it behaves like Asynchronous FL. In summary, the efficiency of CSS-HFL lies between
Synchronous FL and Asynchronous FL, with the choice of IV playing a significant role, and is higher

than FedAT and HiFlash. Experimental results about efficiency can be found in Appendix
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4 Evaluation

4.1 Experimental Setup

In our experiments, we evaluate CSS-HFL with FedAvg [30], A-Krum [43]], Median [58]], GeoMed
[13], and on MNIST, Fashion-MNIST, and CIFAR-10 datasets under both IID and Non-IID settings.
We utilized Dirichlet distribution to model Non-IID distribution [39]]. For each scenario, we take
the average of results of three seeds (2023, 2024, 3047). Experiments are conducted on a server
comprises the AMD EPYC 7742 64-Core Processor and the NVIDIA Tesla A100 40G computing
accelerator.

Datasets and Networks. A detailed description of the dataset can be found in the Appendix
For MNIST, we adopt a Multi-Layer Perceptron (MLP) network with two hidden layers and one
output layer to train the model. For Fashion-MNIST, a 7-layer LeNet [22] with convolutional layers is
employed for model training. For CIFAR-10, we opt for a lightweight model Compact Convolutional
Transformers (CCT) [18] due to its compact design and effectiveness, which holds promise for
mitigating the resource constraints in onboard FL end devices.

Attacks. Our model poisoning attacks are implemented in three distinct forms: Constant Parameter
(CP), where all model parameters remain identical; Normal Parameter (NP), which generates model
parameters following a normal distribution; and Sign-Flip Parameter (SF), producing a model with
parameters opposite to those obtained during training. As for the data poisoning attack, we choose
the based on pairwise (PW) and symmetric (SM) matrices to flip the training labels. Additionally,
20%, 30%, and 40% attack ratios are adopted to evaluate the resilience of algorithms and model
the attackers distribution by Dirichlet (G ~ DP(«, Gp)) with three as (0.2, 0.5, 0.8). A larger «
corresponds to a distribution closer to uniform, while a smaller « indicates a more concentrated
distribution.

Evaluation metric. To assess the performance of the multiple defense algorithms under CSS-HFL
framework, as many prior studies [8} 154], we employ accuracy as a key criterion. Higher accuracy
signifies better defense.

4.2 Results And Analysis

We demonstrate the partial accuracy results of our experiments in Table [3] and Table @] Table [3]
presents the average accuracy of different attack types under varying attack ratios. Table |4 displays
the accuracy of various attack types in the presence of 30% attacks.

Impact of Ratio of Malicious Clients. Firstly, as illustrated in Table [3] A-Krum exhibits lower
accuracy compared to other methods with the absence of attacks. This distinction is particularly
obvious when the dataset distribution is Non-IID. The other methods achieve relatively higher
accuracy. This phenomenon might be because A-Krum tend to heavily rely on few local updates to
update the global update, which lead to the global model cannot fitting the overall dataset well. A
discernible pattern emerges in the results: an increase in the ratio of malicious clients corresponds to
a noticeable decline in accuracy and a growth in bias. Our FusCred outperforms other approaches.
Notably, the FusCred consistently achieves higher accuracy levels and maintains fewer instances of
extreme variability. This reinforces the assertion that FusCred adeptly preserves both accuracy and
stability, even in the presence of an escalating ratio of adversarial entities.

Impact of Attack Types. Table[d]illustrates the varying effectiveness of different aggregation
approaches against a range of attack techniques on the FMNIST dataset with diverse distributions.
Notably, distinct patterns emerge, particularly in scenarios with high ratios of attackers. For example,
GeoMed performs well under 20% and 30% ratio attacks, similar to FusCred, but experiences a
significant decline when facing 40% ratio attacks. Another finding is the compared methods do
not exhibit comprehensive robustness across various attack types. For instance, both FedAvg and
Median perform poorly when facing SF attacks compared to other attack types, while A-Krum only
demonstrates better tolerance for SF attacks. Furthermore, our FusCred consistently perform well,
effectively mitigating all types of attacks with higher accuracy compared to alternative methods
considered.
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Table 3: Comparing accuracies (%) under various attack ratios. Gold , silver , and | bronze
respectively denote the top three winners.
Dataset Ar;tgc(:)k FedAvg Median GeoMed A-Krum FusCred
0% 98.35+0.04 | 98.15+0.03 98.31+0.02 93.5540.24 | 97.4940.13
IID 20% 95.64+2.85 96.35+1.33 97.08+0.86 | 75.80+£32.98 | 97.41+0.09
MNIST 30% | 89.14+12.67 | 93.954+3.56 | 96.444+1.21 | 75.924+33.11 | 97.4740.15
40% | 82.15+16.81 | 88.024£10.17 | 90.92+£5.78 | 63.11+34.34 | 97.40+0.16
0% 98.204+0.01 97.98+0.01 98.11+0.01 74.26+0.60 | 96.86+0.11
Non-IID 20% 92.1448.29 95.08£2.94 | 97.054+0.56 | 61.78£15.97 | 96.8640.28
MNIST 30% 89.25+8.52 89.454+9.78 94.60+2.79 | 49.30£32.25 | 96.06+1.26
40% | 78.55+16.12 | 76.33+:18.19 | 75.24+17.68 | 47.79+31.57 | 95.81£1.50
0% 90.07+0.07 89.7040.08 90.20+0.06 84.334+0.46 | 89.08+0.17
IID 20% 86.27+2.40 86.824-2.64 88.9840.47 | 77.94+14.74 | 88.5540.29
FMNIST 30% | 79.05£11.18 | 79.83+14.84 | 87.974+0.58 | 73.11£24.00 | 88.7640.21
40% | 7247E£16.75" 69.66+20.52 | 79.03£9.32 | 52.64+29.84 | 88.53+0.40
0% 89.574+0.09 89.18+0.03 89.75+0.10 75.94+0.06 | 87.04+0.48
Non-1ID 20% 81.514+6.95 82.314+6.76 88.1740.59 73.47+£7.05 | 86.92+0.84
FMNIST 30% | 73.69E£12.96 | 73.384+17.78 | 85.874+2.46 | 56.971+20.62 | 86.9140.75
40% | 63.17£19.55 | 58.91£25.20 | 72.484+12.05 | 37.54+27.79 | 85.95+1.34
0% 66.07-£0.03 65.63+0.02 65.98+0.10 51.7940.35 | 62.794+0.20
IID 20% | 48.12+11.74 | 47.17£13.55 | 58.95+4.38 51.68+£0.96 | 62.37+0.47
CIFAR-10 | 30% | 43.35+12.21 | 41.56+15.51 | 4791+12.52 | 51.11+1.12 | 62.154+0.46
40% | 36.89E12.52  34.60+16.37 | 34.651+18.05 | 47.94+6.04 | 61.62+0.46
0% 66.084-0.07 65.584-0.05 65.8740.09 51.9740.01 | 62.53+0.12
Non-IID 20% | 48.37+11.36 | 48.60+£12.44 | 60.48+3.96 51.60+0.93 | 62.73+0.29
CIFAR-10 | 30% | 42.61£12.73 | 41.57£15.97 | 48.79+11.89 | 51.574+1.46 | 62.38-:0.40
40% | 36.21+12.24 | 34.88+16.33 | 36.33+:17.55 | 47.48+5.89 | 61.72-:0.39

5 Related Work

Poisoning attacks. According to Xia et al. [47], poisoning attacks can be classified into two
categories: data poisoning attacks and model poisoning attacks. In data poisoning attacks, malicious
clients have the ability to inject poisoned information into training data or labels. [40L17,15,132} 35,4 8]]
propose label flipping to attack the models by manipulating labels. Specifically, symmetric flipping
[40] and pairwise flipping [[17] are introduced to flip each label to other labels via a specific transition
matrix, significantly enhancing the efficiency of label flipping attacks. [61} 60, 38, [37, 2] focus
on the training data poisoning. They carefully craft the training data or generate fake data with
aim of undermining the performance of the global model. On the other hand, Model poisoning
[3L 156, 39,149, (19, 23] directly manipulates clients to upload arbitrary or counterfeit local updates
which poses significant threats to the global model.

Robust FL. In recent years, multiple robust FL algorithms in Synchronous FL have emerged. Broadly,
these algorithms can be categorized into the following two groups. /) Discarding rules detect and
exclude potential attackers when aggregating global models. Krum [6], Multi-Krum [6], Bulyan
[31], A-Krum [43], Trimmed-Mean [58]], and MAB-RFL [42] are represent of discarding algorithms.
While discarding algorithms excel in defending against attacks, the removal of partial clients can
be detrimental, especially in cases of non-IID data distribution or when the number of clients is
limited. 2) Non-discarding rules aim to leverage all the information of local updates instead of
directly dropping out potential threat clients. Zeno [52], Zeno++ [53]], Fed-Credit [10]], and FLTrust
[8] assign weights to each candidate local updates. Suspicious clients are assigned lower weights,
while benign clients receive higher weights. GeoMed [13], Median [58]], RFA [36] and FoolsGold
[L6] utilize statistical characteristics of updates to update the global parameters.

Efficient FL. Traditional FL is susceptible to the stragglers effect and network congestion. Algorithms
such as FedAsync [51]], FedSA [29], ASO-Fed [14], Async-FedED [44]], and DP-AFL [28]] have
been introduced to mitigate the first issue. These algorithms enable the aggregator to update without
waiting for lagging or lost clients, thereby saving training time. Asynchronous FL, however, can not
effectively address peak network congestion. Additionally, Multi-tier FL (e.g. HFL [26], FedAT [9],
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Table 4: Comparing robust accuracies (%) under 30% attacks of various types.

Dataset 1§Ft}t]e;)cek FedAvg Median GeoMed A-krum FusCred
Model CP | 95.4140.12 95.73+0.22 | 95.93+0.22 | 92.06+0.52 | 97.4240.15
D oison NP | 95.184+0.12 94.40+0.02 | 94.55:£0.27 9.70£0.22 97.474+0.07
MNIST pors SF 89.23+3.95 87.55£2.18 | 96.33+0.28 | 92.78+0.11 | 97.28=+0.09
Data | PW | 70.96+18.57 | 95.21+£2.11 | 97.63+0.10 | 92.77+0.55 | 97.5640.03
poison | SM | 94.91+1.68 96.85+0.10 | 97.78+0.06 | 92.28+0.49 | 97.6140.09
Model CP | 89.55+0.24 91.93+1.45 | 91.90+2.60 9.80+0.00 96.734+0.08
Non-IID oison NP | 91.70+0.68 01.82+1.98 | 93.37+£2.20 | 10.160.26 | 96.8040.07
MNIST p SF | 74.89+8.93 71.964+8.50 | 93.074£1.04 | 75.724£4.21 | 96.41£0.10
Data | PW | 95.43+1.12 95.13+1.46 | 97.32+0.17 | 73.55+4.21 | 94.86+2.16
poison | SM | 94.69+1.07 96.38+0.02 | 97.37+0.09 | 77.27+£1.77 | 95.51£0.61
Model CP | 83.59+0.49 85.46+0.62 | 88.21+0.07 | 83.93+0.81 | 88.85+0.11
1D oison NP | 83.73£0.65 85.13£0.61 | 87.79+0.14 | 26.26+11.51 | 88.91£0.10
FMNIST p SF | 64.4249.73 | 55.05+18.14 | 88.51+0.28 | 86.46+£0.09 @ 88.47-+0.22
Data | PW | 76.32+t14.11 | 86.65£1.11T | 87.570.92 | 84.38+0.26 | 88.8540.08
poison | SM | 87.194+0.53 86.84+0.51 | 87.78£0.37 | 84.51£0.56 | 88.71£0.18
Model CP | 73.97+2.23 76.65+£2.71 | 85.24+1.15 | 37.11+9.12 | 87.21+0.20
Non-IID oison NP | 75.40£1.62 75.264+3.14 | 84.914+1.20 | 32.20+0.40 | 87.31£0.24
FMNIST p SF | 51.014£9.66 | 42.47+16.05 | 83.70+3.54 | 78.22£0.57 | 85.82:+0.84
Data | PW | 83.184+2.39 86.024+1.92 | 87.42+1.29 | 75.60+£2.36 | 87.08=+0.36
poison | SM | 84.914+0.74 86.51£0.26 | 88.08+0.07 | 61.74+14.38 | 87.15£0.60
Model CP | 36.78+1.63 35.45+3.01 | 34.36+£3.80 | 51.73£0.23 | 62.07£0.52
D oison NP | 35.99+41.63 34.07£2.19 | 33.38£3.52 | 51.72£0.22 | 61.87£0.52
CIFAR-10 p SF | 28.61+2.77 19.98+1.19 | 49.394£2.19 | 51.78+0.27 | 62.71+0.24
Data | PW | 56.00+0.45 57.164+0.89 | 60.464+0.92 | 50.02+1.34 | 62.0840.05
poison | SM | 59.404+0.33 61.134+0.59 | 61.934+0.42 | 50.324+1.12 | 62.014+0.23
Model CP | 35.82+1.12 35.9441.77 | 35.3745.61 | 51.96£0.02 | 62.42+0.20
Non-IID oison NP | 35.01+0.84 33.924+1.50 | 37.2543.49 51.67+0.15 | 62.42-+0.20
CIFAR-10 p SF | 26.99+2.38 18.92+£3.61 | 48.74£6.03 | 52.624+0.49 | 62.71+0.11
Data | PW | 56.10+£0.66 57.65+£1.00 | 60.71+0.52 | 51.11+1.48 | 62.4140.13
poison | SM | 59.134+0.17 61.43+0.29 | 61.89+0.25 | 50.51£2.38 | 61.9340.61

FedEdge [43]], HiFlash [46]) combined with cluster algorithms (e.g., FL+HC [7]], ClusterFL [34],
FedCH [43]) have been proposed to address both the stragglers effect and network congestion. To
our best of knowledge, nevertheless, few works have considered the robustness in efficient FL.

6 Discussion

The FusCred consistently outperforms alternative methods across various scenarios. In real-world
implementation, however, it may be necessary for servers to change aggregation methods for some
concerns. The edge servers are advised to apply non-discarding robustness algorithms. Given their
limited visibility, edge servers can only observe their own client models, making it challenging to
determine whether an outlier client model is due to model diversity or malicious attacks. In contrast,
the cloud server is recommended to implement discarding robustness algorithms. Since it can perceive
more information from edge models and it is easier for cloud server to discern whether an outlier
model indicates a malicious attack.

7 Conclusion

In this paper, we propose CSS-HFL, a novel FL framework that can simultaneously handle with
stragglers effect, network congestion, and poisoning attacks. The theoretical proofs demonstrating
the efficiency and convergence guarantee of CSS-HFL are provided. Additionally, within CSS-HFL,
we design a robust aggregation algorithm, named FusCred, outperforming alternative methods in
defending against adversarial attacks, as exhibited in extensive experiments.
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A Additional Discussions

A.1 Synchronous v.s. Asynchronous

Synchronous FL is a typical architecture in which a server distributes the global model to a selected
subset of clients and does not update the global model until it receives all local updates. However the
server can update global model without waiting for the lagging clients in Asynchronous FL.

Due to the synchronous nature of FL, numerous previous robust FL algorithms have been proposed
which heavily rely on comparisons of local updates. However, waiting for stragglers or offline
clients can lead to substantial costs. Asynchronous FL significantly enhances convergence efficiency
compared to Synchronous FL. Nevertheless, defending against malicious attacks becomes challenging
when updating the global model with just one local update.

A.2 Two-tier v.s. Three-tier

In Two-tier FL, multiple clients are directly connected to a remote server or cloud, which suffers
from peak network congestion in both Synchronous FL and Asynchronous FL. With the development
of edge computing, an edge tier is added between the local clients and remote cloud to alleviate the
strain caused by peak network congestion. In a Three-tier HFL, the clients can first communicate
with the edge node for edge-level aggregation. Subsequently, the edge nodes communicate with the
remote cloud for cloud-level aggregation.

The Three-tier architecture presents a promising solution for real-world large-scale clients and has
captivated significant attention from researchers [1} (7, 57]. To the best of our knowledge, however,
none of these works have focused on security, which poses significant threats to convergence, privacy,
economics, and even life security.

B Notations

Table 5: Key Notations For The Clustered Semi-synchronous HFL Framework.

Denote Description Denote  Description
n The number of clients N The number of edges
Ny The number clients of At" edge C; The " client (1<i<n)
Ex The A\** edge (1 < A < N) Ir Learning rate
B Batch size E Number of client training epochs
Ey Number of A** edge training epochs R Number of cloud training epochs

w,wx,wx The model of cloud, \'" edge, k'" client in \'"* edge (1 < k < N,)

C Convergence Analysis

Our convergence analysis is inspired by [24]]. We first make the following assumptions.
Assumption 1. The loss functions F in the cloud server, the edge server, and the client are all
L-smooth: Vv, w, F(w) < F(v) 4+ (w —v) " VF(v) + £||lw — v|3.

Assumption 2. The loss functions F' in the cloud server, the edge server, and the client are all
p-strongly convex: Vv, w, F(w) > F(v) + (w — v) "VF(v) + &|lw — v

2
5.
Assumption 3. Let ft)‘ * be sampled uniformly at random from local data of the k" end de-
vice in the \'" edge. The variance of stochastic gradients in each device is bounded as follows:
E||V Fxn(wp®, &) = VE k(w2 < 034 for L< A< Nand 1 < k < Ny
Assumption 4. The expected squared norm of stochastic gradients is uniformly bounded, i.e.,
E||VEy,(wp® )2 < G2 for 1 <A< N, 1<k <Ny and1 <t<T.

N Ny
We define F™* and F) . as the minimum value of F'and F y andlet A = >~ > papa i (F*—F) k)

A=1k=1
quantify the degree of Non-IID [24]. We assume the cloud server aggregation interval is 7. and
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the total number of rounds is 7. Then, under our CSS-HFL framework, we have the following
convergence guarantee for FedAvg.

Theorem 1. Let hold and L s> 03 1, G be defined therein. Choose T = % p =

max{87,T.} and the learning rate n; = Then our CSS-HFL framework satisfies

(Wrt)
T 2T | py 2
E[F < — (= + R wy — w* 1
Pl -7 < (T4 By - w?) m
where
N Ny
Z > PAPR k03 s+ 6LA +8(T, — 1)°G>.
A=1k=1

According to the above result, we observe that the right-hand side of the Equation (1)) consists of
two terms. The first term, 7/(¢ 4+t — 1), exhibits a decreasing trend concerning t. As ¢ grows
sufficiently large, the constants ¢ and 1 can be disregarded, leading to an approximate form of

7 2% + B Ellw; — w*\|2>. This implies a convergence rate of O(1/t), indicating sub-linear

convergence.

D Proof of Convergence

Table 6: Table of Key Notations for Convergence Analysis.

Notation Description
N The number of edges
Ny The number clients of \** edge
D The weight of A*" in the cloud aggregation
Pak The weight of k" client in the \*" edge aggregation
w™k The model of k" client in A" edge (1 < k < Ny)
VFy,(wp®, M%) The gradient of k% client in A" edge (1 < k < Ny)
Nt Learning rate of ¢*" round
T, The aggregation interval of cloud server

We prove the Theorem|[I]in this section. The key notations for convergence analysis is presented in
Table

D.1 Additional Denotes

Let T, T, T» x be the aggregation interval of the cloud server, the \** edge, and the k*" client in the

A" edge. Note that for cloud server and edges server, aggregations only occur if the remainder of ¢
divided by the interval T} or T} is 0, ¢ is the current round.And for the k*" client in the X‘h edge, if the

t*" round is not the aggregatlon round for the client (i.e., t mod T j, # 0), VF) k( ,f,)‘ k) =0;
otherwise, VF} k(wt ,£t)‘ k) represent the gradient of the sampled mini-batch local dataset. We

also adopt the virtual sequence from [24] to represent the immediate result of ¢** round. The above
note can be described as

0, if t mod T 1, # 0,

Ak ANk
VEL k(Wi & )_{ VE,(wp® %), ift mod Ty, # 0. @

vl = wi =V k(w0 3)
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581
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v;\+k1, ift+1mod Ty #0and ¢t + 1 mod T, # 0,

Ak . _
wt)\’kl: ZPAkUH-p ift+1mod T\ =0andt+ 1 mod T, #0, )
A
S35 papawvely,  ift+1mod T, = 0.
A=1k=1
N Ny Ak N Ny
For convenience, we define o, = > > papaivi’ . Wi = Z S paoaswy®, g =
A=1k=1 =1k=1

N Ny

N Ny
S paparVE & (wi), and g; = Z Z ARV Fy gk (wp®, €0F). Therefore, iy yq1 =
A=1k=1 A=1k=1

— 19 and Egy = g;.

D.2 Key Lemmas

In this section, we describe and proof the key useful lemmas.

Lemma 1. Assume (3) holds, we have

N Ny

Elge — gl < Z Zpipi,k‘f?\,k'

A=1k=1

Proof. From (3), the variance of the stochastic gradients in k*" client device in A" edge is bounded
by 0% ,, then

N N,
Elge —gel* =E YY" papas(VE x(w™, &°) = VEy x(wi™®))
A=1k=1
ol Ak Ak |2
:ZZpAp/\kEHVF/\k *EE) — V(g )H
A=1 k=1
N N,
< Z PXPX kOS5 k-
A=1k=1

Lemma 2. Assume @) holds, n; is non-increasing, and ny < 2n41, for all t > 0. It follows that

N N
lz Z PAPAK Hu_it —w*

2
‘ ] < 4n2(T, — 1)*G2.
A=1k=1

Proof. ¥t > 0,3ty < t, such that wf})’k = Wy,, i.e., round ty is the last cloud server aggregation
round. Therefore we can indicate that ¢t — ty < T, — 1. Additionally, we utilize the assumptions that
7 is non-increasing and 7, < 27,471, < 274, then
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588
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590

591

592
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594

595

N Ny N Ny 2
S || <2 |35 o - ) - 3
A=1k=1 A=1k=
N Ny 5
<3 it
A=1k=1
N Ny
SZZ /\pAkZ EHVF)\k 7§£\k)H
A=1k=1 t=to
N Ny
<22 mi > i
A=1k=1 t=to
N Nx
<> papas, (T — 1)°G?
A=1k=1
<dnp(T. —1)°G>.

First inequality: We use the property of variance as follow

2 2
EX -EX|" <E|X]
where X = (wj"* — @y,).

Second inequality: We use the Cauchy-Schwarz inequality and ¢t — ¢ < 7T, — 1.

2

XNk
E Hwt — Wy,

Z 0V Fy g (wp®, e0F)

t=tg

t—1

M

(t—to) ntEHVF)\k ,ft)\k)H

t:to

t—1
< (T - V)i |V, €4

t=to

Third inequality: We leverage (3) and 7, is non-increasing (i.e. n; < n, for t > to).

Fourth inequality: We utilize n;, < 21,417, < 27;. O

_ _« 1
Lemma 3. We assume the (1), (), and n, = 7o Jor some a > . and ¢ > 0 such that 1 <

min{i, £} = 2 it follows that

_ * (12 _ % — 12
E|[Ber1 — w*|? <(1 - nep)E @ — w*|* + 197E |lge — Gel|> + 6Ln?A

N Ny
+2EZZPAP)\I~@Hwt_wt )
A=1k=1
N Ny
where A= > > papar(F* — F)ikk) >0
A=1k=1

Proof. We first divide ||T¢41 — w* ||* into following three parts.

|Te41 — ’lU*H2 = ||Ws — mege — w* — Y Ge + 77t§t||2
= ||@e — w* — mGel|” + 2 (B — w* — 0Ge, Ge — ge) +07 1Ge — gel” . O
P Py
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s06  Next, we focus on the P;:

Py = @, — w* = ngell” = @ — w*|” = 20, (@4 — w", Ge) + 177 1|e]I” - (©)
Q Q
1 2

597 We pay attention to (1:

N Ny
Q1 =21 > Y papak <"I7t_ Fpawpt - w* VF,\;C(wt)‘k)>
A=1k=1
N Ny
—QﬁtZZP,\pAk<wt wp®, Vi (w Ak)>
A=1k=1
N Ny
+27: ) > papak <’wt>‘ —w* VFAk(wt)‘k)>
A=1k=1
N Ny
S 303 parass <_H e —wd | e [V H) %)
A=1k=1
N Ny
+2m> ) papak <’wt>"k —w”, VF,\,k:(wt)"k)>
A=1k=1
N Ny

>277t22p/\m1r <H’wt w;” H —

A=1k=1

w4

N Ni

+ 2n; ;1 ;pxp,\,k <VF>\,k(wt)\’k) — VF p(w*) + g Hw;\k — w*

3y

s98 First inequality: We derive the first inequality in Equation (7)) by Cauchy-Schwarz inequality and
599  AM-GM inequality.

Ak

1 1
<wt w* VE, k('wi\ k)> > 3 ( Wy — Wy —T]t

Tt

VF)\k wt H )

s0o0 Second inequality: By the y-strong convexity of F) 5, we have

<'wt>‘ ko w*,VF,\’k(wi"k)> > (VFAyk(wi"k) — VF) p(w*) + % Hwi"k —w*

2)
so1 Then, we analyze o, By the convexity of || - ||* and the L-smoothness of F) j, we have

N Ny

Qo =07 |1Gell* < n? D> papak HVFA k H
A=1k=1
N Ny

<202 Y > pabak (F/\k: )_F)\,k*)

A=1k=1

®)

19



602 By combining Equation (7)) and Equation (8], we have

N Ny
P1<H'wt w H —i—ntZZp,\p)\k(Hwt w?k‘ —I—mHVF/\k. H)
A=1 k=1
N Ny p )
—200) ) Pk (VFA,k(w?”“) ~ VA k(") + & [w}* - w* )
A=1k=1
N Ny
+2L07 > Y papak (F)\,k(wi\’k) - FA,k*)
A=1k=1
N Ny
<(1 = pme) ||y — w*||? +ZZPAPM<H’U% ‘
A=1k=1
N Ny
+ 4L’I’]t2 Z ZPAPA,k (F)\,k(th,k> - F)tk) 9)
A=1 k=1
N Ny
— 2> papak (FA,k(wt)\’k) - F,\,k(w*)>
A=1k=1
N N, )
Ak
=1 ) @ = w* |+ DY pawak [0~ w|
A=1 k=1
N Ny
HALn > Y papak (F* = F5y)
A=1k=1
N Ny
+ (4Lni — 21e) Z Zp)\p)\,k (F,\,k(wi"k) - F*)7
A=1 k=1

s
603 where we use the L-smoothness of F) ;(-) again and the following inequality for the second inequal-
604 ity,

N Ny
| e Z Zp,\p/\,k ('w - ’LU*>
A=1k=1
N Ny N Ny 2
<UD (voaman) 1Y (\/pxpx,k ( i w*))
A=1k=1 A=1k=1
N N )
=YD paoak Hwt’ —w”
A=1k=1

605 We next focus S,

N Nx N Nx
S = (Z ZPAPA,k (F,\ rwy?™) — FA,k(’UJt)> + Z papak (Fox(w4) F*))
A=1k=1 A=1k=1
N Nx
>3 papak (VEK(00), @) — 100 + (Fliy) — F)
A=1k=1
N om . (10)
>33 s [ I9Fs @+ 0 — ]| + (Pew0 - 7
A=1k=1
N Nx 1 2
> =30 ppak [muFA,k(wn ~Fa) g e ] + (F (@) = F).
A=1k=1 ¢
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The first inequality arises from the convexity of F (), the second inequality from the AM-GM

inequality, and the third inequality from the L-smoothness of I\ ;.

N Ny

By combining Equation @) and Equation 1) and utilize the notation A = Y~ >~ paps x(F* —

A=1k=1
F k+), we have

N Ny 9
Pr=(1 = ) B0 — w72+ 373 papa|@e — wi|| + (4Ln?)A
A=1k=1
N Ny
+ (200 = 4Ln) Y 0> papak [ L(Fa k(@) — F* + F* — Fy )
A=1 k=1

1 2
o i - ] — (2 — AL?) (P(w,) - F")

2m¢
N N, )
=1 o) @ = w* I+ 32> pawae [0 = w* |+ (60 — 4L%)A
A=1 k=1
2 — ALN? e 2
¢ 2SS papns [ -
M A=1k=1
N N,
+ (20 = 4Ln?) (e L = 1) papak (Far(ie) — F*)
A=1 k=1
N N, )
<(1 = pmy) ||we — w*|)* + Z ZpApA,k H’U_Jt —wF ‘ + 6Ln;A
A=l k=1
N N, )
+Z DPAPAK Hwi‘k *'U_JtH
A= k=1
N N, )
_ * 112 — )
= (1= g e = w* P +2 37 S pap e = |+ (6L0)A,
A=1k=1

For the last inequality, we use the following facts:

1. A >0and4L?p} > 0.

_ 2
2. 2mAbu <,
Mt

N Nx
3. mL—1<0and Z Z p)\p)\7k(FA7k(’lI_)t) — F*) = F(u‘)t) —F*>0.
A=1k=1

Then, back to the Equation , notice that E||g¢|| = g¢, i.e.,
| Pyl = 0.
Using the Equation (T1)) and Equation (I2)), we prove the Lemma[3]

D.3 Proof of Theorem 1

(11)

(12)

Proof. 1t is evident that we always have w; = ;. For a non-increasing learning rate, 1, = ﬁ for

some a > % and ¢ > 0 such that n; < min{%, ﬁ} = ﬁ and 1y < 2n47, forall ¢ > 0. From

Lemma|[T] Lemma[3] it follows that

E ||y 1 — w*||> < (1 — p)E ||@g — w*||* + 2T,
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where

N Ny
Z > PAPR k03 s+ 6LA +8(T, — 1)°G>.
A=1k=1

Let Ay = E ||wy — C max { T (p+ 1)A1}. We can easily find that A; < ﬁ holds

for t = 1. Next, we prove A; < @ by induction.

A1 (1 —=mep)As + U?T

o ¢ oY
S(l_tw)tﬂﬁ(tw)?
_t—l—go—lC [ oY _au—14
C(t+p)? t+e)? (t+e)?
<&

“t+o+1

If we set o« = %, © = max {%,TC} — 1, and define 7 = ﬁ, then n; = It can be verified

2
wlptt)”
that this choice of 7 satisfies 1 < 2n; 1, for ¢ > 1. Thus, we obtain

2

T
szax{ a
L —

2

ap—1

la(@+1)A1} <

4T
+(p+1)A; < oz +(p+ 1Ay,

and by the L-smoothness of F'(+), we have

_ L L¢ T 27  ulp+1) )
E|F —FF< A < ——- < — 4+ ———A
|£(@e)l =27 T 2(p+ 1) _gath(u + 2 !

T 27
< T (== 7]E w*| ).
1 (B + o - w)

E Limitations

The experiments were conducted on the assumption that the number of attackers would remain
below 50%. Scenarios involving a higher number of attackers were not considered in the current
study. Additionally, the framework was derived under the assumption that the computational power
and communication capabilities among clients would not significantly differ. The performance and
robustness of the framework in scenarios where there are substantial variations in computational
power among clients remain areas for future research.

F Experiments

F.1 Efficiency Simulation

In this section, we evaluate the efficiency of frameworks using the Average Waiting Time (AWT)
metric.

We utilize a mixed normal distribution to model the computational capacity of clients and a normal
distribution to model the communication conditions between clients and edge servers. Next, we apply
the Balanced Cluster Algorithm [43] to cluster clients into N groups. Subsequently, we calculate the
AWT for various values of V.

We plot the simulation results in Figure ] The scheduler scheme in HiFlash [46] is trained using
reinforcement learning, which makes its efficiency difficult to simulate. It is evident that the AWT
value of CSS-HFL decreases with an increase in the number of edge servers. Moreover, the AWT
decreases rapidly when there are fewer edge servers, exhibiting a trend similar to the elbow pattern
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Figure 5: The accuracy and efficiency with different number of edge servers under 30% attacks on
FMNIST.

often observed in K-means clustering. Another finding, which is in line with our theoretical analysis,
is that when the number N of edge servers equals 1, the AWT of CSS-HFL is equivalent to that of
Synchronous FL. Conversely, when IV equals the number n of clients, the AWT of CSS-HFL aligns
with that of Asynchronous FL Theoretically, AWT follows a strictly decreasing trend. However, our
figure exhibits small fluctuations. This can be attributed to the fact that clustering task is a NP-hard
problem. Additionally, we limit the maximum number of iterations in the Balanced Cluster Algorithm
to 10, which may prevent us from achieving the optimal solution for clustering in each case.

To further explore the trade-off relationships of CSS-HFL, we use (14) to define the efficiency eff,
which converts AWT to an efficiency metric. In this context, the efficiency of Asynchronous and
Synchronous FL are respectively normalized to 100% and 0%.

AWT
ff={1— — | -1 . 14
e < AWTSync> 00% (14)

We investigated the accuracy and efficiency with various number of edge servers under 30% attacks
on FMNIST. As shown in Figure[3] a trade-off pattern emerges between accuracy and efficiency. As
the number of edge servers increases, the accuracy declines while the efficiency improves. Notably,
it is possible to achieve both robustness and high efficiency by selecting a certain number of edge
servers (e.g., 20 edge servers in the 100-client scenario).

In conclusion, our findings suggest that the inclusion of several edge servers can significantly decrease
the AWT (i.e. enhance efficiency) and maintain robustness against attacks under our CSS-HFL

framework.
F.2 Datasets

MNIST: The MNIST dataset is a well-known collection of handwritten digits widely used in the
field of machine learning. It consists of 60,000 training examples and 10,000 testing examples. Each
sample is a 28x28 image of a digit, ranging from 0 to 9. MNIST is a standard benchmark dataset
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in the machine learning community and is widely employed to assess the performance of various
algorithms.

Fashion-MNIST: Fashion-MNIST is a dataset similar in structure to MNIST but comprises images of
fashion items instead of handwritten digits. The Fashion-MNIST dataset consists of 60,000 training
samples and 10,000 testing samples, which is consistent with MNIST. Fashion-MNIST stands as
a benchmark dataset for image classification endeavors, specifically in the domain of fashion and
clothing recognition. Each image within the dataset is a grayscale 28x28 pixel representation of
a fashion item, categorized into one of 10 distinct classes, such as shirts, trousers, dresses, and
shoes. Like MNIST, Fashion-MNIST has become broadly utilized in the machine learning scope for
evaluating the models.

CIFAR-10: The CIFAR-10 dataset stands as a widely recognized benchmark in the domain of
computer vision. It comprises 60,000 color images, each measuring 32x32 pixels, and is categorized
into 10 distinct classes. Like MNIST and Fashion-MNIST, CIFAR-10 serves as a standard evaluation
tool for image classification algorithms, facilitating advancements in the field of deep learning.

F.3 Experimental Results
In this section, we present the hyperparameters settings in Table[7]and the overview of experiment

results in Table [8] Our FusCred exhibited superior robustness across various poisoning attack
scenarios.

Table 7: The Hyperparameters Settings

Parameters | Description Value
n Number of clients 100
N Number of edges 10
lr Learning rate 0.01
MNIST 64
B Batch size | FMNIST
CIFAR-10 32
E Number of client training epochs | 2
R Number of cloud training epochs | 50
ar The attack ratio 0%, 20%, 30%, 40%
TS The random seed 2023, 2024, 3047
Ie Parameter of Dirichlet 0.2,0.5,0.8
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Figure 8: Impact of different attack types on accuracy for IID and Non-IID FMNIST. FusCred
demonstrates better tolerance against various attack types than other methods.
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Table 8: Experiment results overview.

Dataset Atta}ck Aftack FedAvg Median GeoMed A-Krum FusCred
ratio type
0% - 98.35+0.04 98.3140.02 | 93.55+0.24 | 97.49+0.13
Modol] CP[ 96.160.15 96.77-0.28 [92.40%0.49 | 97.3340.06
odelgp 95.5640.39 | 96.00+0.58 [ 0.00+0.26 | 97.43+0.01
20% [POSONSE191.75+4.42 96.76-0.66 [ 92.87F0.75 | 97.36+0.11
Data [PW]| 97.17+0.44 | 97.710.06 | 97.87--0.04 [93.39+0.60
poison[SM| 97.36£0.13 | 97.51-£0.07 | 98.000.04 [ 90.43£2.20
Model| CP| 93-4T£0.12 95.93--0.22 [92.060.52 | 97.42+0.15
1D 00 NP 95.1840.12 | 94.40+0.02 0700022 | 97.47+0.07
MNIST | 30% [PO*S°"[SF[89.23+3.95 [ 87.55%2.18 | 96.33+0.28 97.28+0.09
Data [PW|70.96£18.57 97.6340.10 | 92.77+0.55 | 97.56+0.03
poison[SM[94.9TE1.68 97.78+0.06 [ 92.28%0.49 | 97.614-0.09
Model|CP 94.344-0.43 [ 90.66+1.00 |45.87+12.89] 97.28+0.12
OUCl P 94.14+0.47 92.39F0.07] 0.99-0.13 | 97.4140.09
40% |P°"*°"[SF|53.03£8.23 94.0440.65 97.28-0.08
Data [PW| 76.22+7.13 80.46+2.59 | 93.25+0.11 | 97.49+0.15
poison[SM| 93.50-£0.94 97.0540.14 [73.58+26.61| 97.5540.14
0% 5 98.2040.01 98.1140.01 | 74.2610.60 | 96.86+0.11
Modol] CP[ 94.780.25 96.69+0.29 [58.68+18.71| 96.9240.07
00 NP [95.08£0.19 96.524-0.19 [47.17£22.65| 96.95+0.03
20% PO SF(78.39+£10.19 96.6840.27 [ 67.7353.79 | 96.49+0.43
Data [PW] 95.48+0.76 | 97.38+0.13 | 97.63+0.05 [ 68.87%5.36
poison[SM 97.1140.06 | 97.74+0.03 | 66.44£6.18 | 96.92+0.03
Modol| CP| 89.5550.24 | 91.93:1.45 9.8010.00 | 96.7340.08
Non-IID 00 NP 91.70+0.68 93.372.20 | 10.1610.26 | 96.800.07
MNIST | 30% [PO°"SF[74.89%8.93 | 71.96+8.50 | 93.07-+1.04 96.4140.10
Data [PW]| 95.4341.12 97.3240.17 | 73.55+4.21 | 94.86+2.16
poison[SM| 94.69£1.07 | 96.38-£0.02 | 97.37+0.09 [ 77.27£1.77
Model | CP] 83.81:£0.37 69.97+11.71] 9.800.00 | 96.5940.05
00Cl NP 87.84+0.89 50.59F12.24] 0705031 | 96.7840.20
40% [POISONSET47.97£1.81 |45.05+£12.75 77.734+9.88 96.44+0.15
Data [PW 75.03£8.58 | 81.3346.51 | 75.42+2.15 | 93.654+2.07
poison[SM]| 92.41£1.21 96.60--0.06 | 73.494.64 | 95.6040.51
0% 5 90.07£0.07 90.2040.06 | 84.3310.46 | 89.08+0.17
Modol] CP[ 86-240.05 88.79+0.34 [ 84.0610.46 | 88.59+0.14
00 NP [ 86.1240.20 88.76--0.34 [50.55+12.01| 88.73+0.21
20% [POSON I SF[82.07£0.85 | 82.16+2.21 | 88.59+0.50 88.134+0.35
Data [PW| 89.06+0.18 89.5140.07 | 84.61+0.17 | 88.67-+0.09
poison|SM| 87.85£0.17 89.26--0.07 [ 84.19+0.24 | 88.62=0.09
Modol| CP| 83.59£0.49 88.21+0.07 [ 83.9310.81 | 88.85+0.11
1D 04 P 83.7350.65 87.79+0.14 [26.26=11.51] 88.91=0.10
FMNIST | 30% (P95 SF[64.4249.73 [55.05+18.14| 88.51+0.28 88.47+0.22
Data [PW|76.32+14.11 87.57+0.92 | 84.38+0.26 | 88.85+0.08
poison[SM 86.840.51 | 87.78+0.37 [ 84.51+0.56 | 88.7140.18
Model| CP| 77:63£1.36 84.38-+1.95 [5T.07+12.81| 88.4940.25
00l NP 78.69+1.08 74.48+10.05 10.00-0.00 | 88.1640.46
40% [PO'SONSE39.76+3.38 | 29.31+3.70 | 86.6640.51 88.64-0.24
Data [PW| 80.26+3.05 71.9656.26 |75.34+12.93| 88.6740.32
poison[SM| 86.00-£0.40 77.66E11.42]40.80+23.10| 88.7040.40

Gold , silver , and

respectively denote the top three winners.
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Table 8 continued from previous page

Dataset

Attack
ratio

Attack

FedAvg

Non-IID
FMNIST

0%

type

89.57£0.09

20%

Model
poison

CP

81.74£1.03

NP

81.82£1.32

SF

Data
poison

PW
SM

69.45+5.15

87.00£0.30

Median

70.89+5.39
88.12+0.41

GeoMed

A-Krum

FusCred

89.75+0.10

75.944+0.06

87.04£0.48

87.83£0.32
87.64+0.35
87.83+0.41
88.87+0.15

70.29£9.57

70.86+10.19

76.85+0.79

30%

Model
poison

CP
NP
SF

73.97+2.23

87.68+0.15

75.26+3.14

51.0149.66 [42.47+16.05

Data
poison

PW

83.18£2.39

SM

40%

Model
poison

CP

84.91£0.74
67.00+1.56

62.12£5.21

88.67+0.25
85.24+1.15

72.53£1.97

37.11£9.12

87.244+0.46
87.00£0.79
86.54+1.06
86.67£0.99

87.21£0.20

NP

66.55+1.76

57.08+5.55

SF

Data
poison

PW
SM

27.87+15.25

78.68+1.29

13.48+4.92

84.91+1.20
83.70£3.54
87.42£1.29
88.08+0.07

79.59+2.53

32.20£0.40

75.60+2.36

61.74+14.38
10.00+£0.00

87.314+0.24
85.8240.84
87.08£0.36
87.154+0.60
87.04£0.31

IID
CIFAR-10

0%

66.0740.03

20%

Model
poison

CP

42.68+0.99

77.10+£4.16

42.39+0.66

73.31+8.46
85.24+0.40

10.00+£0.00

51.174£20.62

39.00£11.60

86.43+0.27
84.88+0.60
84.86+2.04
86.51£0.46

NP

41.63+0.78

41.284+0.70

65.98+0.10
54.79+£0.33
53.734+0.93

SF

32.651+0.89

Data
poison

PW

61.21+0.32

SM

30%

Model
poison

CP
NP
SF

62.414+0.29

28.61+£2.77

27.35+0.36

63.32+0.08

58.43£0.90
63.80+0.17

51.7940.35

50.66£1.68

64.03+£0.13

35.45+3.01

34.36+3.80

52.33£0.46
51.73+0.23

62.79+0.20
62.13+0.58
62.08+0.47
62.80£0.20
62.354+0.32

62.07£0.52

Data
poison

PW

56.00+0.45

SM

40%

Model
poison

CP
NP
SF

59.40+0.33

21.83£3.19

34.07£2.19
19.98+1.19

28.11£1.35

33.38£3.52

60.46+0.92

51.72+0.22
51.78+0.27

50.02+1.34

61.87+0.52
62.71+0.24
62.08+0.05

61.93+0.42
15.09£0.42

50.32£1.12
42.74+£6.72

62.01+0.23
61.46+0.39

25.87£0.51
12.69+2.02

Data
poison

PW

48.05+1.63

SM

54.61+0.62

Non-IID
CIFAR-10

0%

66.08+0.07

20%

Model
poison

CP

43.391+0.94

48.89+2.62
57.46+1.50

44.6242.77

NP

42.21£1.34

43.55+3.38

15.06£5.00
52.58+3.31
65.87+0.09

57.63+£3.15
57.19+3.80

42.8246.58
52.144+0.34

49.98+1.35

61.37£0.20
62.34+0.07
61.59+0.20
61.314+0.32

SF

33.37+3.37

Data
poison

PW

60.87+0.54

SM

62.031+0.60

30%

Model
poison

CP

35.82£1.12

NP

35.01£0.84

30.50£3.93

62.99+0.26

33.92£1.50

59.81+£3.34
63.80+0.20

51.97£0.01

51.93£0.20

SF

26.9942.38

Data
poison

PW

56.10+0.66

SM

59.131+0.17

40%

Model
poison

CP
NP
SF

29.42+0.37

21.58£3.02

18.92+3.61

26.43+1.21
12.17£1.23

63.98+0.12
35.37£5.61

60.71+0.52

50.74£1.77
51.96+0.02
51.6740.15
52.62+0.49

51.11£1.48

62.53+0.12
62.67+0.22
62.78+0.17
62.90+0.44
62.60+0.26

62.42+0.20
62.4240.20
62.71+0.11
62.41+0.13

61.89+0.25
15.26+1.53

50.51£2.38
42.71+£7.14

61.93+0.61
61.424+0.39

Data
poison

Gold , silver , and - respectively denote the top three winners.

PW

46.59+2.04

SM

54.08+1.20

48.531+0.96
57.76£1.25
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18.23+£3.54

53.48+0.68

43.69£6.29
51.76+0.78

49.5243.13

61.51+0.36
62.15+0.27
61.82+0.04
61.71+0.25
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NeurlIPS Paper Checklist

1.

Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer: [Yes]

Justification: Our work introduces a novel FL framework, Clustered Semi-synchronous
Hierarchical Federated Learning (CSS-HFL), to address the limitations of existing FL
frameworks, namely the stragglers effect, network congestion, and robustness against
poisoning attacks. We also propose a robust algorithm, Fusion Credibility (FusCred), to
enhance the robustness of the CSS-HFL framework.

. Limitations

Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]

Justification: Please refer to Appendix [E|for the limitations of existing FL frameworks.

. Theory Assumptions and Proofs

Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?

Answer: [Yes]
Justification: Please refer to Appendix D}

. Experimental Result Reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]

Justification: Yes, we provide detailed information on the experimental settings necessary to
reproduce the main experimental results in Section

. Open access to data and code

Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [Yes]

Justification: We provide open access to the data and code, along with detailed instructions
to reproduce the main experimental results in the supplemental material.

. Experimental Setting/Details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]

Justification: Please refer to Section[d.T|for the detailed experimental settings.

. Experiment Statistical Significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [Yes]

Justification: We report error bars in the experimental results to show the statistical signifi-
cance of the experiments.

. Experiments Compute Resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?
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11.

12.

13.

14.

15.

Answer: [Yes]

Justification: Section[d.1|provides detailed information on the computer resources used in
the experiments.

. Code Of Ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines]?

Answer: [Yes]
Justification: Our research conforms to the NeurIPS Code of Ethics.
Broader Impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [Yes]

Justification: Our work addresses the limitations of existing FL. frameworks, namely the
stragglers effect, network congestion, and robustness against poisoning attacks, which are
crucial for the real-world FL system implementation. This work can potentially provide
positive societal impacts by improving the efficiency and robustness of FL systems.

Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [NA]
Justification: Our work does not involve data or models that have a high risk for misuse.
Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]

Justification: We include the license and terms of use for all assets used in the paper in the
supplemental material.

New Assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [NA]
Justification: Our work does not introduce new assets.
Crowdsourcing and Research with Human Subjects

Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]

Justification: Our work does not involve crowdsourcing experiments or research with human
subjects.

Institutional Review Board (IRB) Approvals or Equivalent for Research with Human
Subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]

Justification: Our work does not involve research with human subjects.
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